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The Certified ITGC SOX Audit Training Course from iSpider is tailored 

for Students, non-IT professionals, IT professionals and Auditors who 

aim to enhance their expertise in auditing IT systems, controls, and 

frameworks. The curriculum provides a detailed exploration of IT 

auditing processes, control testing, risk assessment methodologies, and 

the application of controls to safeguard organizational assets. With 

practical insights into essential tools and techniques, this course 

prepares candidates to effectively plan audits, assess risks, and ensure 

organizational compliance with global standards such as ISO 27001. 

 

Through real-world examples and practical exercises, participants will 

learn to audit critical areas such as access management, change and 

configuration management, business continuity, and data management. 

The course also includes guidance on preparing comprehensive audit 

reports and interview techniques to excel as a certified GRC auditor.  
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Target Audience 

Anyone who is interested in Information 

Technology (IT) / Information System (IS) Audit 

Auditors interested to learn about IT / IS Audits 

Beginners/freshers in Information System Audit 

Qualified IT Professionals (like CISA, CISM, 

ISO27001, etc.) who want to learn practical 

aspects of IT / IS Audits 

Chartered Accountants and Article Assistants 

who wants to make their career in IT Audits 

 
 
 
 
 
 

 

The course is designed for freshers who are interested in IT Audit. Basic 

knowledge of MS Office (Excel, Word, PowerPoint) is required to analyse the data 

and prepare the draft report. 
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IT Audit Fundamentals and Practices 

 
Introduction to IT Auditing 

 Overview of IT Audit 

 Types of Audits: Internal Audit, External Audit 

 
SOX (Sarbanes—Oxley Act) 

 SOX Background 

 SOX Goals 

 Components of SOX 

 Companies Applicable for SOX 

 Penalties of Non-Compliance to SOX  

 
               Regulatory & Compliance Framework 

 SOX (Sarbanes–Oxley) 

 COBIT Framework 

 ISO 27001  

 SOC 1 & SOC 2  
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      ITGC (Information Technology General Controls 

 ITGC Definition 

 ITGC Components 

 ITGC vs ITAC 

 Audit Phases 

 Three lines of Defense 
 
 

Information Security Key Terminologies  

 Definitions of All Terminologies 
 
 

Access Management 

 Access Provisioning 

 Access De-provisioning 

 Password settings configuration 

 High Privileged Access 

 User Access Review 

 Work Papers 
 
 

Change Management 

 Introduction to Change Management 

 Change Management Process 

 Types of Changes 

 Segregation of Duties 

 Attributes of Change Management 

 Work Papers 

 

Incident Management 

 Incident Management Process 

 Service Level Agreement 
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 Root Cause Analysis 

 Severity Levels 

 Attributes of Incident Management 

 Work Papers 

 
 
IT Operations Management 

 Types of Backups 

 Job Monitoring 

 BCP (Business Continuity Plan) 

 Disaster Recovery (DR) 
                   

Program Development Controls 

 SDLC process (waterfall, agile) 

 Migration to production environment controls 

 Developer vs operator segregation 

 
ITGC Audit Process 

 Planning & Scoping 

 Risk Assessment 

 Control Identification & Documentation 

 Testing & Validation of Controls 

 Evaluation of Findings 

 Reporting & Recommendations 

 Follow-up & Continuous Monitoring 

 
Tools & Techniques 

 ITGC testing checklists 

 Evidence collection methods 

 Common tools: Excel, GRC platforms (Archer, ServiceNow,OneTrust) 

 Sampling techniques for testing 
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Case Studies & Practical 

 User Access Management 

 Case: An employee who left the company still has active access to financial systems. 

 Practical: Review user access logs, test termination controls, and validate removal of access. 

 Password Policy Compliance 

 Case: Weak password settings found in ERP system. 

 Practical: Check password configuration against policy (length, complexity, expiry). 

 Change Management 

 Case: A financial application patch was applied without approval, causing system downtime. 

 Practical: Test change request documentation, approvals, and post-implementation review. 

 Backup & Recovery 

 Case: Backup jobs failed, and no alerts were generated. 

 Practical: Validate backup schedules, test recovery process, and review monitoring reports. 

 Incident Management 

 Case: Unauthorized login attempts were not flagged or escalated. 

 Practical: Check incident logging, escalation process, and response timelines. 

 SOX ITGC Alignment 

 Case: External auditors flagged deficiencies in logical access and segregation of duties. 

 Practical: Map ITGC controls to SOX requirements and perform compliance testing. 

 
Risk Assessment 

 Risk Assessment Process 

 Types of Risks 

 Risk Treatment Process 

 Real-Time Scenario Example 

 
Controls 

 Control Definition 

 Types of Controls 

 Control Elements 

 Control Objectives 
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Work Paper 

 Format of Work Papers 

 ITGC Work Papers 
 

Exception Handling 

 Exception Handling Process 

 Types of Exception Handling 
 

Sampling 

 Sampling Definition 

 Types of Sampling 

 
SOC (Service Organization Controls) 

 SOC Definition 

 Types of SOC 

 SOC 1 

 SOC 2 

 SOC 3 

 Difference between SOC 1, SOC 2 & SOC 3 

 SOC Report Format and Sections 

 IPE (Information provided by entity) 

 Complementary User Entity Controls 

 Complementary Subservice Organization Controls 

 Completeness and Accuracy 

 
Career Path & Certifications 

 Roles: IT Auditor, SOC Analyst, GRC Consultant, Compliance Specialist 

 Certifications that support ITGC career growth: 

 CISA (Certified Information Systems Auditor) 

 CISSP (Certified Information Systems Security Professional) 

 ISO 27001 Lead Auditor 

 CRISC (Risk & Control) 
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Drafting Audit Observations and Reporting 

 How to Effectively Draft Audit Observations 

 Preparing a Comprehensive Audit Report 
 

Interview Preparation for IT Auditors 

 Key Areas to Focus on for IT Audit Interviews 

 Mock Interview Tips and Techniques 
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Contact us:  

 

+91 6366667647 

www.ispidercyber.com 

info@ispidercyber.com 

 

http://www.infosectrain.com/
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